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Abstract. Federated Learning (FL) enables collaborative model train-
ing across institutions without sharing raw data. Performance degrades,
however, when label distributions are imbalanced across sites, a common
scenario in medical settings where disease prevalence could vary dras-
tically across institutions. Existing distribution-aware methods rely on
label distribution statistics that clients cannot share in real-world fed-
erated settings due to privacy and regulatory constraints. We propose
FEDSwWITCH, a model-agnostic FL framework that estimates the global
label histogram, under client-level e-differential privacy, and uses the es-
timate to switch from FedAvg to distribution-aware aggregation. Each
client adds partial discrete Laplace noise to its bounded label counts
and secret-shares the result via Shamir’s scheme; designated decryptors
reconstruct the noisy aggregate without ever observing individual con-
tributions. The optimal switching round can be estimated via a closed-
form variance decomposition that accounts for bounded contributions,
client sampling, and differential-privacy noise components. We evaluate
FEDSWITCH on medical imaging benchmarks under realistic heteroge-
neous settings, demonstrating consistent improvements over standard
FL aggregation with negligible communication overhead.

Keywords: Federated Learning - Privacy Enhancing Technologies - Non-
IID Data Distribution

1 Introduction

Federated Learning (FL) [I4] enables multi-institutional model training while
keeping patient data on-site, a critical requirement under regulatory frameworks
such as GDPR and HIPAA. In multi-class classification tasks, statistical het-
erogeneity from non-IID label distributions remains a major challenge [10]. Fe-
dAvg [14] weights client updates according to local dataset size, implicitly assum-
ing comparable label distributions. In medical contexts, disease prevalence could
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vary substantially across institutions, biasing the model toward dominant con-
ditions, reducing performance on rare yet clinically relevant pathologies. Several
methods address this by exploiting label-distribution information.

Client-side approaches [22120] address label distribution locally while retain-
ing FedAvg style aggregation. Optimization-based methods, such as [12], reduce
client drift, but don’t target label skew directly.

Server-side reweighting approaches [IT] tackle label-skew by accessing global
label statistics, but require clients to disclose sensitive information. Extensions
adding cryptographic protection [2]|, protect clients’ individual contributions,
yet provide no formal differential privacy (DP) [5] guarantees and are likewise
evaluated under full participation. A naive approach could be estimating the
histogram with off-the-shelf federated analytics [3], combining individual con-
tribution protection with differential privacy. This becomes problematic with
partial client participation: SecAgg [4] exposes only a per-round histogram ag-
gregate over the sampled clients, so achieving broad coverage requires releasing
such a DP aggregate at every round, and the associated privacy cost composes
across rounds. The injected noise then grows with the number of releases and
quickly makes the estimated histogram unusable.

We propose FEDSWITCH, a model-agnostic FL. framework that retains the
effectiveness of server-side distribution-aware aggregation while guaranteeing
client-level DP for the disclosed label statistics. Leveraging the label-aware,
inverse-frequency weights of [IT], our contribution resides in a private estimation
protocol that makes server-side reweighting deployable under partial participa-
tion and without a trusted aggregator. Each client bounds its contribution and
injects partial discrete Laplace noise [3], then secret-shares its noisy counts via
Shamir’s scheme [I6]. This pipeline allows shares to accumulate in the server dur-
ing a warm-up phase that runs in parallel with standard FedAvg aggregation;
the histogram is recovered through a single one-shot reconstruction at round R*
rather than refreshed per round, incurring no privacy composition, in contrast
to the naive scheme above. Leveraging a closed-form variance decomposition for-
mulation (Eq. (3)), the optimal round R* at which to trigger the distribution-
aware aggregation can be estimated, replacing FedAvg’s dataset-size weights
with inverse-frequency weights derived from the reconstructed histogram. The
proposed pipeline allows estimating the private label distribution once, reducing
the total privacy expenditure to a single e-DP query, avoiding composition over
rounds.

Our main contributions are: (i) A privacy-preserving histogram-estimation
protocol that combines distributed DP noise generation with Shamir secret shar-
ing, achieving client-level e-DP without a trusted aggregator. (ii) A closed-form
uncertainty estimation criterion that identifies the estimated histogram drift,
accounting for contribution bounding, client sampling, and DP noise. (iii) Eval-
uation on three medical-imaging benchmarks (HAM10000, BloodMNIST, Or-
ganMNIST3D) showing that, under severe heterogeneity, existing methods fail
to capture rare pathologies, while FEDSWITCH achieves > 0.45 F1 on the rarest
class of HAM10000 (< 2% prevalence).
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Code is available at |GitHub Repol

2 Problem statement

We consider a k-class classification problem in a federated setting with NV clients
C ={P1,...,Py} and a server S. Each client P; holds a private dataset D; of
size n; with label-count vector y; = (¢;1,...,¢i k) € Z’;O. At each round r €
[1,...,T] the server samples a subset P” C C. Every selected client trains the
current global model 6" to produce an update A} = 6 — 6", and the server
aggregates:

Ot =0"+ > wi A7, w20, Ypepewl =1 (1)
PepPr

Standard FedAvg [14] sets w; = n;/ Y p cp- nj, weighting by dataset size. Un-
der class imbalance, this biases the model toward prevalent classes. Distribution-
aware weights can mitigate this effect but require knowledge of the client’s label
histogram y = >, y;, which clients are unwilling to disclose. FEDSWITCH ad-
dresses this problem by estimating y under e-DP at client level, then using the
estimate to set the weights w], without revealing any individual y,.

Threat model. We adopt the standard secure-aggregation threat model [4],
where clients and a designated subset of M honest-but-curious decryptors D =
{D1,...,Dp} C C participate [I3], and the server may collude with up to
M —t — 1 decryptors, with ¢ = [2M/3]. Decryptors act as neutral interme-
diaries: each aggregates encrypted shares, while remaining unable to decrypt in-
dividual contributions independently. Only when at least ¢ decryptors combine
their accumulated shares, the aggregated histogram can be recovered, ensuring
that neither the server nor any single decryptor observes individual label counts.

Privacy goal. We provide client-level e-DP for the histogram: each client’s
entire label-count vector is protected regardless of the number of samples it
holds. The guarantee covers the histogram estimation. Model update privacy
is orthogonal and can be addressed by local DP [I7], distributed DP [9], DP-
SGD [I] and SecAgg [M].

3 Method

FEDSWITCH operates in three stages (Fig. . During the warm-up (rounds 1 to
R*—1), clients generate and distribute secret shares of their noisy label counts,
while standard FedAvg training runs in parallel. At round R*, the server trig-
gers histogram reconstruction: decryptors receive the accumulated shares from
the server and combine them to enable the revealing of the aggregated label his-
togram under e-DP. From round R*+1 onward, the server performs distribution-
aware aggregation, the core optimization of FEDSWITCH, using inverse-frequency
weights derived from the reconstructed histogram.
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Fig. 1. Method overview. Left: during warm-up, each client trains locally and secret-
shares its noisy label counts to the server. Center: at round R*, decryptors combine
shares and return them to the server, allowing reconstruction of the DP histogram.
Right: from round R*+1 onward, clients send model updates with their distribution-
aware weight, enabling the server to perform distribution-aware aggregation.

Warm-up: training and share accumulation (rounds 1 to R*—1). The
warm-up serves primarily for clients’ secret share accumulation: with each round
increasing the observed client fraction p at no extra privacy cost. The server
selects m clients per round. Each selected client P; performs two tasks in parallel:
(i) one-time generation of secret shares for the histogram protocol below, and
(ii) local training and upload of AI. In this phase, the server aggregates the
clients” updates under standard FedAvg weights (w; =n;/3_;n;) and buffers
incoming secret shares across rounds.

Contribution bounding. Each client P; draws C' samples uniformly with
replacement from D; and computes a contribution-bounded label-count vector
yi € Z%, with ||y;]l1 = C, bounding the ¢;-sensitivity to exactly C' regardless
of n;. Since a client must hold at least C' samples to participate, C' implicitly
defines a minimum-participation threshold.

Client-side noise. To achieve -DP, discrete Laplace DLap(C/¢) noise is
added to the aggregated histogram. Rather than relying on a trusted party, we
distribute the noise generation across the seen clients at round R* (|A| = [pN])
using the Polya decomposition of [3]: each client P; independently samples, for
every label /:

_ + , -
i :XZZ_XM’ XMNPolya(‘T%I, e E/C). (2)

When all | 4] clients contribute, the partial terms sum to a full discrete Laplace:
le’ill 10 ~ DLap(C/e), guaranteeing e-DP for the aggregated histogram.
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Secret sharing [16]. Each client secret-shares its noisy bounded count ¢; o+
;¢ via Shamir’s scheme: P; constructs a degree-(t—1) polynomial with free term
Cie + Mi¢ and sends one share per decryptor to the server. The secret shares
are crafted in such a way that fewer than ¢ shares reveal nothing about the
secret. Client-share secret generation is performed once. Per-client cost is O(kM)
communication and O(kM?) computation, reducible to O(k) via packed secret
sharing [6].

Histogram reconstruction (round R*). At round R*, the observed set A has
reached size [pN]. Each decryptor D; sums the secret shares received from the
server: 5¢(j) = > p c 4 5i.¢(j) mod p and sends it back to the server. With at least
t responses, the server can reconstruct ¢ = > ; A;8¢(j) mod p = 3 p c 4(Cie +
m;,¢) via Lagrange interpolation, i.e. the true aggregate plus distributed noise.
If fewer than t decryptors respond, reconstruction is deferred and FEDSWITCH
continues with FedAvg weights. Each decryptor stores O(k) shares per client
and performs O(k|A|) additions at round R*. This cost is incurred once and
is negligible compared to model updates. The server then broadcasts y to all
participants.

Distribution-aware aggregation (rounds R*+1 to T ). Each selected client
locally computes an aggregation score comparing the aggregated histogram and

its own:
k ..
; =min| 1 S
v ( Perveres m)) ’

where § = 1 prevents division by zero. The score ¢; upweights clients holding
globally rare classes. The aggregation weights are w} = ¢;/ > pepr ¢;, extend-
ing the label-aware concept of [I1] to a privacy-preserving setting. Since ¢; is a
single scalar (analogous to n; in FedAvg), standard secure aggregation [4] pro-
tects it: the server only observes the aggregate ; @; and each client computes
w} locally, eliminating per-client leakage at the cost of one additional scalar per
round.

Histogram uncertainty estimation. The estimate y combines three error
sources: partial client coverage, contribution bounding, and DP noise. For a fixed
label £, let ¢; ¢ be the bounded local proportion at client P; (approximating the
client distribution using C samples), gy = ﬁ >_; @, the mean across clients, and
52 = Var(g; ) the between-client variance. The ratio r, = SZ/[q:(1—a:)] €[0,1]
measures how much of the total variability is due to cross-site heterogeneity
rather than within-client sampling. With |A| = pN observed clients the estima-
tion variance decomposes as:

R _ ge(1 — q, 11—k
Var(py — ) = 21— %) Ch g |+ oke . ®
|A| °C —_— —

contribution
bounding

client sampling DP noise
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where 03 = p-28/(1-8)2, B = e~/ is the variance from the distributed Polya
noise (Eq. (2)). All three terms shrink as coverage p grows. In our setting, the
server uniformly samples m clients per round with replacement across rounds.
The reconstruction is triggered at:

=)

which corresponds to the earliest round at which the coverage p is achieved.

Practical implications. While ¢, is a fixed parameter that can be esti-
mated, particularly in medical settings, both C' and p remain tunable. Setting
the C value involves a trade-off: a larger C reduces the contribution-bounding
variance (first term of Eq. (3)) but amplifies DP noise (8 — 1) and excludes
more sites, while a small C increases client participation, estimation noise and
exposes the aggregation model to numerical instability from extremely small
sites [8]. Higher coverage target p shrinks both sampling and DP terms at the
cost of a later switch round R*, extending the FedAvg warm-up whose aggrega-
tion is biased under label skew. In our experiments, we set C'=minn; so that
no client is excluded. In a realistic deployment setting, where individual dataset
sizes are not disclosed, minn; can be estimated via a one-shot distributed DP
query over dataset sizes [15], and C' can then be set.

4 Experiments

We evaluate FEDSWITCH on three medical imaging classification benchmarks
that span 2D and 3D modalities: HAM10000 [18], BloodMNIST [21I], and Or-
ganMNIST3D [21]. All experiments compare FEDSWITCH against FedAvg [14],
FedProx [12], FedIIC [20], and FedLC [22] using the same uniform client sam-
pling strategy.

Implementation details. We use Adam with learning rate 10~* and weight
decay 10~%. Each client i trains for E = |C/B] local optimization steps per
round, where B is the batch size, and C' = min n; for each client. We use a fixed
number of steps rather than epochs: as shown by Wang et al. [I9], preventing
objective inconsistencies. For FedProx we set the proximal coefficient p = 0.01.
The histogram estimation uses € = 1 and target coverage p = 0.9 for all datasets.
Hyperparameters are kept constant across methods to ensure a fair comparison.
All experiments are repeated over 5 random seeds, and results are reported as
macro-F1 (mean + std).

Datasets. HAM10000 [18] comprises 10,015 dermoscopic RGB images (600x
450 px, resized to 224x224) across 7 diagnostic categories. The dataset is heavily
imbalanced: the majority class (nv) accounts for 66.9% of images, the rarest (df)
only 1.2%. We use N =100 clients, m=10 per round, and a ResNet-50 backbone
(the larger input resolution requires a deeper network than MedMNIST). We set
C=50, B=16, E=3, R*=21.
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BloodMNIST [21] contains 17,092 microscopic blood-cell images (28x28 px,
8 classes). The dataset is mildly imbalanced: the majority class (neutrophil)
accounts for 19.5% of samples, while the rarest class (lymphocyte) represents
7.1%. We merge the official training and validation splits (13,671 images) and
distribute them among N =100 clients with m =10 per round, using a ResNet-18
backbone as in [2I]. We set C' =70, B=32, E=2, R*=21.

OrganMNIST3D [21] contains 1,742 single-channel CT volumes of size
283, spanning 11 anatomical organ classes. To reduce label redundancy, left-
right paired organs are merged, resulting in 8 classes. In this setup, the dataset
is mildly imbalanced: the majority class (femur) accounts for 22.8% of volumes,
whereas the rarest class (liver) accounts for 4.7%. The official training and valida-
tion splits are partitioned across N = 50 clients, with m = 10 clients sampled per
communication round. Model training employs a 3D ResNet-18 following [21].
We set the hyperparameters as C' =12, B=8, £ =1, and R* = 10.

Federated partitioning. To simulate realistic heterogeneity, we combine two
complementary sources of non-IID-ness in all synthetic partitions.

Quantity skew (fixed). Client dataset sizes are sampled using a Min-
Dirichlet [7] draw with a concentration a;=0.5 and a minimum allocation of at
least half the uniform dataset samples share, inducing moderate inter-client size
variability.

Label skew (swept). Following the distribution-based partitioning of [22],
each client ¢ draws class proportions m; ~ Dir(as1;) and samples its labels
accordingly. We denote this scheme D(«y), where D represents a Dirichlet-based
partitioning: smaller ay yields highly concentrated class supports (with missing
class coverage at some clients), while larger values approach uniform mixtures.
We sweep ay € {0.1,0.5,1.0} to cover severe-to-mild label heterogeneity.

Quantitative results. Table [I| reports macro-F1 across all dataset-skew com-
binations; centralized upper bounds are shown alongside each dataset name.

The largest gains appear on HAM10000, whose heavy intrinsic imbalance
(66.9% majority class) amplifies the federated label skew and the effect of the
distribution-aware weighting scheme. At D(0.1), every baseline collapses to-
ward majority-class prediction (macro-F1 < 0.15), whereas FEDSWITCH (g =
2) reaches 0.61 (40.46). This advantage is consistent even at D(1.0), where
FEDSWITCH achieves 0.73, within 0.09 of the centralized bound, while the best
baseline (FedL.C, 0.37) remains 0.36 lower, confirming that client-side corrections
alone cannot compensate for a skewed global distribution.

On BloodMNIST and OrganMNIST3D, which both present more bal-
anced overall label class distribution, the performance improvements are reduced:
FEDSWITCH improves by +0.06 and 4+0.02 at D(0.1), and at D(1.0) all methods
converge to within < 0.04 of each other, with the residual gap to the centralized
bound attributable to the federated setting itself.

Across settings, ¢ =2 matches or slightly exceeds e =1, consistent with lower
DP noise yielding a more accurate histogram estimation.
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Table 1. Macro-F1 across datasets and label heterogeneity levels. Best federated results
in bold. Standard deviations over 5 seeds are shown as subscripts. The centralized up-
per bound is reported next to each dataset name. HAM refers to HAM10000, Blood
refers to BloodMNIST and Organ refers to OrganMNIST3D. For FEDSWITCH,
experiments are performed with a privacy budget € € {1, 2}.

Dataset | | Baselines |  FEDSWITCH
Centralized
F1 | | FedAvg FedProx FedlIC  FedLC | e=1 e=2
0.1} 0.13 0.15 0.14 0.15 0.56 0.61
HAM 2D +.01 +.02 +.01 +.02 +.04 +.03
0,82 (2D) 105 029, ,, 028,., 028 ., 029, ., [073, ., 072,

002 11.0| 035, ,, 0.18,,, 0.36,, 037,. | 0.72_., 0.73_,
01| 0.63., 063,, 052,, 063, ., | 064, , 069,

Blood (2D)
0.96 05| 081,,, 08l,, 078, , 080, | 083, 083,
000 190| 0.87,, 087,, 086., 085, ., | 087,, 087,
0.1} 0.73 0.73 0.77 0.84 0.85 0.86
Organ (3D) +.01 +.01 +.02 +.02 +.01 +.01
0.05 05| 0.87., 087., 086,., 087., | 088, , 088,
001110 0.86,,, 0.85., 08%., 089, . |08, , 088, ,,
FEDLC, a; =0.1 FEDLC, ay = 0.5 FEDLC, a; = 1.0
: 1 e ““
, ’ 20 K 20 .. >
-20 ° o ‘ ¢
-40 ¢ .‘ -20 ‘. L4
i FEDSWITCH, ay = 0.1 7 ;‘EDSWITCH, ay=0.5 7 7FEDSWITCH, ar=1.0
R e ' | @
—40: -0 ‘ —40-

nv (66.9%) @ df (1.2%) « Other classes

Fig. 2. t-SNE of feature embeddings from the last hidden layer on HAM10000 for
FedLC (top) and FEDSWITCH with e=1 (bottom) under increasing label heterogeneity.
The majority class nv (66.9%, red) and rarest class df (1.2%, green) are highlighted.

Qualitative analysis. Figure 2 shows t-SNE embeddings of penultimate-layer
features on HAM10000 for Fed.C (top performance) and FEDSWITCH at ¢ =1
(bottom). Under severe skew (ay = 0.1), FedLC’s df samples (1.2%) scatter
across the embedding space, whereas FEDSWITCH produces a visibly tighter
grouping that consolidates into a well-separated cluster as ay increases, suggest-
ing that inverse-frequency weighting allocates representational capacity to rare
classes even when few clients contribute to them.
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Per-class scores confirm this: FedLLC achieves < 0.1 F1 on df at every het-
erogeneity level, indicating complete failure on the rarest class. FEDSWITCH
averages 0.46, 0.58, and 0.68 at D(0.1), D(0.5), and D(1.0) respectively.

5 Conclusion and Future Work

This work introduced FEDSWITCH, a privacy-preserving framework for federated
classification on class-imbalanced medical data. The method works by estimating
the global label histogram once under client-level e-DP to enable distribution-
aware aggregation without revealing client datasets’ distributions. A variance-
based trigger allows for determining the optimal round to switch from FedAvg
to inverse-frequency weighting. Experiments across 2D and 3D medical imaging
benchmarks demonstrate consistent improvements over strong baselines, particu-
larly under severe label heterogeneity, with negligible communication overhead.
Future work will focus on integrating model-update privacy mechanisms, en-
abling drift-aware histogram re-estimation, automating contribution-bound se-
lection, and extending the framework to broader medical tasks.
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