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Abstract. Federated learning (FL) keeps training data local, but it does
not by itself prevent attacks against the shared model. Reconstruction
and inference attacks can still recover information from model param-
eters and learned representations, which is a serious concern for med-
ical imaging. We study Gerchberg-Saxton (GS) spectral preprocessing,
a stochastic phase-randomization and frequency-masking transform ap-
plied on each client before training. We frame GS strictly as an empir-
ical leakage-mitigation step and make no formal privacy claims. Using
a simulated three-client FL setup on brain MRI under IID and non-IID
partitions, we evaluate GS with three attacks: a blind feature-inversion
attack with a matched-versus-wrong separability protocol; a query-only
black-box semantic-leakage attack; and a membership-inference check.
DP-SGD is included only as a formal-privacy reference point. Baseline
models leak measurable per-sample structure and recoverable class sig-
nal. GS reduces both toward chance while preserving classification util-
ity at low and moderate masking. The most protective masking level is
attack-dependent, and the response is non-monotonic, so we report ef-
fects without claiming a dose-response relationship. We also implement
GS as a client-side package in a standard FL framework to show deploy-
ment feasibility. GS does not provide an (g, d) guarantee and is presented
as an empirical, low-cost preprocessing step rather than a formal privacy
mechanism.

Keywords: Federated learning - Privacy - Medical imaging - Empirical

leakage mitigation - Feature inversion.

1 Introduction

Deep learning is now central to medical image analysis [9,18], yet clinical im-
ages are sensitive and subject to strict regulation [22]. Federated learning (FL)
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addresses this by keeping data at each participating client’s site and sharing
only model updates [11]. Decentralization alone, however, is not privacy. Shared
parameters, gradients, and learned representations can leak training informa-
tion through model inversion [5], membership inference [8,19], and collaborative-
learning attacks [7,13,16]. Formal defenses such as differential privacy [1,4] and
secure aggregation [3] carry strong guarantees, but their utility and systems costs
are particularly acute in medical imaging [12,20].

We investigate Gerchberg-Saxton (GS) spectral preprocessing as a lightweight,
client-side, model-agnostic transform applied to images before local training. GS
combines Fourier-domain phase randomization with optional iterative frequency
masking. We frame GS as an empirical leakage-mitigation strategy and make
no formal privacy claims. Our aim is to characterize empirically how GS affects
attack success.

Our contributions are fourfold. First, we show that GS integrates into a
standard FedAvg pipeline as a drop-in client preprocessing step that preserves
classification utility under both IID and non-IID partitions. Second, we evaluate
leakage under three attacks: a blind feature-inversion attack with a matched-
versus-wrong separability protocol; a query-only black-box semantic-leakage at-
tack; and a membership-inference check, with DP-SGD as a reference. Third, we
find that GS reduces leakage relative to the baseline across attacks. The most
protective masking level is attack-dependent and lies in the low-to-moderate
range, and the response is non-monotonic rather than a clean dose response.
Fourth, we report deployment feasibility through an end-to-end implementation
of GS as a client-side preprocessing component for NVFlare [15], a widely used
FL framework.

2 Background, Setup, and Threat Models

2.1 Gerchberg-Saxton Spectral Transformation

The full algorithmic specification and structural analysis of the GS transform
used here are given in a companion study that characterizes GS in a re-identification
setting [2]. We summarize only what is needed for this work. GS is a stochas-
tic, image-level preprocessing operation applied independently to each image,
without using labels, anatomical priors, or model information. Starting from a
random phase field, it iterates a simple loop: modulate the image by the current
phase, move to the Fourier domain, normalize all magnitudes to a unit spec-
trum, randomly mask a fraction p of frequency coefficients, return to the image
domain, and update the phase from the result. After I iterations the released
image is the magnitude of the final complex field. We write GS p% for the variant
with masking probability p; GS 0% applies phase randomization and magnitude
normalization without frequency masking.

Three properties make this construction relevant to leakage. The magnitude
normalization step discards the spectral magnitude of each intermediate field,
so that profile is not carried forward [6]. The transform is stochastic for a fixed
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input, because both the initial phase and the per-iteration masks are random; re-
peated application yields different outputs. The final step keeps only magnitude
and discards phase, so many distinct complex fields map to the same released
image. These are structural observations, not formal guarantees. They do not es-
tablish that an input is unrecoverable, which is why the empirical attacks below
probe what is actually recoverable.

2.2 Federated Setup

We simulate FedAvg [11] with three clients on a public brain MRI tumor clas-
sification dataset [14] with four classes: glioma, meningioma, no tumor, and
pituitary. Raw images are standardized and normalized to [0, 1], and GS is then
applied on each client. We deliberately do not renormalize after GS. Re-scaling
the GS output to a fixed range would partially undo the spectral perturbation
that the transform introduces, so each client trains on the native post-GS in-
tensities. As a result, GS outputs occupy a wider intensity range than the raw
inputs, and the model learns on that range. We use an IID partition and a non-
IID partition in which class proportions differ across clients. Federated training
uses 10 communication rounds with 3 local epochs per round. The DP-SGD ref-
erence is trained and evaluated on the same non-IID client splits and the same
held-out test set, so its results are directly comparable to the non-IID GS and
baseline results.

2.3 Threat Models

We consider an honest-but-curious adversary with white-box access to the trained
model, but without access to the training data. The adversary follows standard
practice and assumes inputs in the conventional [0, 1] range, the same assumption
used for every condition so that comparisons are controlled.

Feature inversion. The adversary optimizes a synthetic input so that its inter-
mediate feature representation, taken from the convolutional stack, matches that
of a target [5,10]. We use representation matching rather than gradient matching
for a concrete reason. Trained classifiers in this regime are overconfident, and
correctly classified samples yield near-zero loss gradients; this makes gradient-
based inversion ineffective. The objective combines a feature-matching term
with total-variation regularization. Per-sample leakage is judged by a matched-
versus-wrong protocol. For each reconstruction we compute structural similarity
(SSIM) [23] and a structure score (SSIM times an edge-similarity term [21]), mea-
sured against the true target and against random other targets. We then report
the advantage, defined as matched minus wrong, with bootstrap 95% confidence
intervals. An interval that excludes zero indicates leakage of individual structure
rather than only class-level structure.

Black-box semantic leakage. A query-only adversary reconstructs inputs
from the served classifier without reference images. The reconstructions are
then classified by a separate evaluation model that shares the baseline archi-
tecture and is trained on the raw, untransformed data splits. Semantic leakage
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Fig. 1. Per-client and global classification accuracy (mean with 95% confidence inter-
vals) under IID (left) and non-IID (right) partitions across GS masking levels. The
global model stays close to baseline at low and moderate masking. Client-level sensi-
tivity is larger under non-IID, particularly for the minority-heavy Client 2.

is measured as macro-F1 and balanced accuracy on the reconstructions, with a
four-class random floor at balanced accuracy 0.25.

Membership inference. We include a standard confidence-based membership-
inference attack [17,19] as a standard check, reporting attack F1 averaged over
training epochs to characterize stability [8].

DP-SGD reference. DP-SGD [1] serves as a formal-privacy reference across the
utility, membership-inference, and feature-inversion analyses. It is not presented
as a method that GS replaces. For the differentially private model we use a DP-
compatible backbone with group normalization in place of batch normalization,
which differs from the GS and baseline architecture. Because feature inversion
is architecture-sensitive, we treat the DP-SGD feature-inversion result as an
observation about a deployed DP model and discuss this caveat in Section 3.2.

3 Results

3.1 Utility under GS in Federated Learning

Figure 1 reports per-client and global classification accuracy with 95% confidence
intervals under IID and non-IID partitions. Under IID, the global model stays
close to baseline across masking levels, moving from 95.7% at baseline to 94.8%
at GS 0% and 93.6% at GS 50%. Under non-IID, it is similarly stable, from 94.9%
at baseline to 95.0% at GS 0% and 91.9% at GS 50%. Client-level accuracy varies
more under non-IID. The minority-heavy client (Client 2) is the most sensitive:
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Fig. 2. Feature inversion on the global model. (A) Reconstructions of a shared target
under baseline, GS masking levels, and DP-SGD references. (B) Matched-minus-wrong
advantage for SSIM and structure score in units of 1072 (mean with 95% confidence
intervals); the dotted divider separates the GS masking sweep from the DP-SGD ref-
erences. The baseline leaks per-sample structure, GS reduces it at low masking, and
the masking response is non-monotonic.

it begins at 89.6% at baseline and declines to 83.6% at GS 20% and 82.6%
at GS 50%. The global model absorbs this variation and remains above 91%
throughout. Utility is therefore preserved at low and moderate masking.

3.2 Feature Inversion

Figure 2 summarizes the feature-inversion analysis. Panel A shows global-model
reconstructions of a shared target across conditions. Panel B shows the matched-
minus-wrong advantage for SSIM and the structure score, expressed in units of
1072, Baseline models leak statistically significant per-sample structure, with
an SSIM advantage of about 2.3 x 1072 and a structure advantage of about
1.0 x 1072, both with intervals excluding zero. This holds for the global model
and for all three client models. GS reduces the advantage by roughly an order of
magnitude at low masking: GS 0% and GS 10% bring the SSIM and structure
advantages close to zero, with the qualitatively noisiest reconstructions in the
figure. The response is non-monotonic, since the advantage partially returns
at GS 20% and GS 50% as coarse edge similarity rises. We therefore do not
claim a dose-response relationship with masking. Instead, GS reduces per-sample
leakage relative to the baseline, with the most protective level lying in the low-
to-moderate range and depending on the attack.

Under the same blind attack, the DP-SGD reference model produces more
coherent coarse anatomical reconstructions, and its per-sample advantage is com-
parable to or above the baseline. We report this as an observation about a de-
ployed DP model rather than a property of the DP mechanism, and we note
the architecture difference. The observation is consistent with the design scope
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Table 1. Black-box semantic leakage on the global model. Reconstruction-side macro-
F1 and balanced accuracy (lower is more private; four-class random floor at balanced
accuracy 0.25), with the clean-image reference. The baseline leaks; GS reduces recov-
erable signal toward the floor with a non-monotonic response.

Reconstruction side Clean reference
Condition Macro-F1 Balanced acc. Macro-F1 Balanced acc.
Baseline 0.645 0.644 0.838 0.961
GS 0% 0.132 0.265 0.861 0.977
GS 10% 0.394 0.470 0.827 0.959
GS 20% 0.109 0.250 0.823 0.955
GS 50% 0.174 0.301 0.883 0.955

of DP-SGD, which bounds the influence of individual training examples and so
targets membership-style leakage rather than feature reconstruction. Across all
conditions, reconstructions recover at most coarse anatomical structure, such as
the skull and brain envelope, rather than fine identifying detail.

3.3 Black-box Semantic Leakage

Table 1 reports macro-F1 and balanced accuracy of an independent classifier on
reconstructions from the query-only attack, alongside the clean-image reference.
The reference classifier is competent, with clean macro-F1 about 0.83 to 0.88
across conditions. Baseline reconstructions carry strong recoverable class signal
(macro-F1 0.645, balanced accuracy 0.644). GS reduces this toward the four-class
random floor: GS 0% collapses to macro-F1 0.132 and balanced accuracy 0.265,
and GS 20% to 0.109 and 0.250. As in feature inversion, the response is non-
monotonic, with GS 10% retaining more signal than the surrounding levels. The
two reconstruction-based attacks therefore agree that GS substantially reduces
recoverable content relative to the baseline and that intermediate masking does
not help monotonically.

3.4 Membership Inference and DP-SGD Reference

Table 2 reports the membership-inference check and the DP-SGD reference for
the global model, with non-IID global accuracy and its 95% confidence interval.
We report attack F1 and the membership advantage, defined as the gap between
the true-positive and false-positive rates. Baseline membership-inference F1 is
modestly above chance at 0.568, with an advantage of 0.051. GS moves the at-
tack toward chance at low and moderate masking, reaching F1 0.485 at GS 0%
and 0.503 at GS 10%. It then rebounds partially to 0.589 at GS 50%, match-
ing the non-monotonic behavior of the reconstruction attacks. DP-SGD holds
membership-inference F1 near chance across €, but at a substantial utility cost:
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Table 2. Membership inference (global model, mean attack F1 over epochs and mem-
bership advantage; F1 closer to 0.5 and lower advantage are more private) with non-IID
global accuracy and 95% confidence interval. DP-SGD shares the same non-IID splits
and test set.

Condition MIA F1 MIA advantage Global accuracy [95% CI]
Baseline 0.568 0.051 94.9 [94.2, 95.6]
GS 0% 0.485 0.044 95.0 [94.5, 95.5]
GS 10% 0.503 0.040 94.3 [93.7, 94.9]
GS 20% 0.527 0.047 93.0 [91.6, 94.4]
GS 50% 0.589 0.052 91.9 [90.8, 93.0]
DP-SGD e=2 0.518 0.029 70.7 [68.3, 73.1]
DP-SGD e¢=4 0.438 0.023 71.4 [68.9, 73.6]
DP-SGD =8 0.494 0.030 71.7 [69.5, 74.0]
DP-SGD e=12 0.311 0.027 73.3 [71.0, 75.7]

global accuracy is 71-73%, compared with about 94% for the baseline and low-
masking GS. These reference numbers situate GS against a formal mechanism
without implying that the two are combined.

3.5 Deployment Feasibility

To assess practical integration, we implemented GS as a client-side preprocessing
component for NVFlare [15], one of the standard FL frameworks, and validated
it end-to-end on two datasets, including the brain MRI set used here. The algo-
rithm, its logic, and its implementation were kept identical to the legacy trans-
form. The packaged version only improves time and computational efficiency
through parallelized computation. All quantitative results in this paper were
produced with the legacy GS implementation, and the packaged outputs were
verified to match it. These experiments establish deployment feasibility only and
are not the source of the results above. The implementation is publicly available
at https://github.com/seha-ay/GSTransformFL.

4 Discussion and Limitations

Two reconstruction-based attacks, feature inversion and black-box semantic leak-
age, agree on the central finding. Baseline FL. models leak recoverable per-sample
structure and class signal. GS reduces both toward chance while preserving util-
ity at low and moderate masking. The agreement across attacks of different
adversary classes strengthens this conclusion. The membership-inference check
points the same way at low masking, and the global model stays stable under
non-IID partitioning, which matters for heterogeneous federations.

The masking response deserves emphasis. Leakage does not decrease mono-
tonically with masking. At low masking the reconstructions are closest to noise,
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while heavier masking reintroduces coarse shared structure such as the skull
and brain envelope. This coarse structure raises edge-based similarity without
recovering fine detail, which is why the per-sample advantage partially returns
at higher masking. A practical reading is that the protective effect of GS is con-
centrated at low-to-moderate masking, where utility is also best. In this setting
a single moderate masking level can serve both goals.

Several limitations bound these claims. GS provides no (g,d) guarantee and
is not a formal privacy mechanism. The adversary we study is non-adaptive
and assumes the conventional [0,1] input range. A GS-aware adversary that
also estimates the transformed intensity range is a stronger threat. Such an ad-
versary would need additional knowledge of the transform and its parameters,
which raises the practical bar. We view it as less likely, though not impossible,
for a colluding participant in FL. The recommendation toward low-to-moderate
masking holds for the threat models and dataset studied here and should not
be generalized without further evaluation. Reconstructions recover coarse struc-
ture rather than fine detail, so our results characterize structural leakage; the
re-identification setting is studied separately in the companion work [2]. Some
attacks are evaluated as single runs, and our study uses one modality and a single
three-client setup. Broader datasets, larger federations, adaptive adversaries, and
the interaction of GS with fairness-aware and privacy-preserving collaborative
learning [24] are important future work.

5 Conclusion

We presented an empirical evaluation of Gerchberg-Saxton spectral preprocess-
ing as a client-side, model-agnostic leakage-mitigation step in simulated feder-
ated medical imaging. Under a blind feature-inversion attack and a query-only
black-box attack, GS reduced per-sample structural leakage and recoverable class
signal toward chance. Utility was preserved at low and moderate masking, and
the masking response was non-monotonic rather than a clean dose response.
Framed honestly as an empirical preprocessing step rather than a formal pri-
vacy mechanism, GS is a low-cost and deployable option for privacy-conscious
federated medical imaging.
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