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Abstract. Augmented Reality (AR) supports interactive 3D medical
visualization but introduces challenges in data security, privacy, and col-
laborative access. This paper presents a decentralized AR framework that
integrates a multimodal biometric cryptosystem, a redactable blockchain,
and IPFS-based storage for secure visualization of patient-specific 3D
anatomical models. User authentication combines facial and fingerprint
biometrics protected by a fuzzy vault scheme with Reed-Solomon (RS)
encoding and asymmetric encryption. Smart contracts on a private redactable
blockchain provide secure, auditable access control for authorized users.
MRI scans are converted into lightweight 3D meshes and visualized
through a mobile AR application for collaborative surgical planning. Ex-
perimental results show low authentication latency and resilience against
common security threats. A user study with 60 medical professionals
confirms the framework’s security, privacy, usability, and clinical value,
demonstrating its effectiveness for secure collaborative 3D medical visu-
alization.
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1 Introduction

The rapid growth of immersive technologies such as Augmented Reality (AR) in
healthcare has opened new possibilities for medical visualization, surgical plan-
ning, and diagnostic interpretation. These technologies enable spatially contex-
tual, photorealistic 3D overlays of anatomical structures, which aid the medical
experts in understanding complex regions such as tumors [1, 2, 3]. Such an
ability to visualize medical data remotely using mobile or wearable AR devices
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facilitates collaboration among medical experts in real time from different geolo-
cations. However, most of the existing AR-based medical visualization systems
lack the security infrastructure needed to handle sensitive patient data. Central-
ized architectures and password-based access control mechanisms make these
systems vulnerable to unauthorized data manipulation, privacy violations, and
non-compliance with data protection regulations such as GDPR and HIPAA [4].
In surgical planning workflows involving experts from multi-institutions, clini-
cians often need collaborative, remote access to patient-specific 3D medical data.
Traditional systems lack mechanisms to enforce secure collaborative authentica-
tion or traceable access control. Moreover, storing and sharing large volumes of
3D models introduces performance and scalability challenges, especially under
privacy constraints.

To address these limitations, we propose a secure and decentralized AR
framework for 3D visualization of medical data. For collaborative remote access
of the visualization, the proposed framework integrates a Biometric Cryptosys-
tem based on multimodal biometric authentication (face and fingerprint) with
a modified fuzzy vault-based cryptographic mechanism for template protection,
and a redactable blockchain, which enforces secure collaborative access through
smart contracts. Patient-specific 3D models are stored securely on the IPFS,
ensuring data immutability, decentralized access, and tamper-resistant retrieval.

2 Related Work

The advancements in AR have enabled 3D visualization for surgical navigation,
diagnostics, and training [1, 2, 3], but most applications emphasize usability
while neglecting security and privacy. Blockchain-based systems such as MedRec
[5] enable decentralized medical record management with traceable access, and
Yeh et al. [6] proposed a redactable blockchain to support GDPR compliance.
However, these works target textual or structured data, not large interactive 3D
datasets, and overlook risks tied to sensitive patient models. For secure access,
biometrics have been widely studied [7], yet simple template storage remains vul-
nerable. The fuzzy vault scheme [8] provides error-tolerant protection of biomet-
ric templates, and Sharma et al. [9] extended it into a multimodal decentralized
authentication system.

Nevertheless, none of the existing systems have explored a combination of
fuzzy vault-based biometric security, decentralized storage, and blockchain-enforced
collaborative access into a unified AR-enabled medical visualization framework.
In particular, multi-party consensus for remote collaborative authorization be-
fore rendering sensitive 3D medical models in AR environments has not been
explored in the existing literature. This work addresses this gap by proposing
a system that integrates secure multimodal authentication, privacy-preserving
data sharing, and photorealistic AR visualization of patient medical data in 3D.
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3 Threat Model

Given the highly sensitive nature of medical data and the collaborative nature
of surgical planning across distributed environments, the proposed framework
for remote 3D medical visualizations must ensure resistance to unauthorized
access and malicious attacks. Therefore, the threat model for this framework
considers the following potential attack vectors (1) Replay Attack: An attempt
to reuse previously captured biometric data for unauthorized access, (2) Brute
Force Attack: An attempt to guess or systematically derive cryptographic se-
crets or biometric vault keys by exploiting template patterns or trying multiple
combinations, (3) Template Reversibility: An attempt to reconstruct the origi-
nal biometric inputs using weakly stored templates in plaintext/ weak hashes,
(4) Linkability Across Sessions: Reusing the same biometric encoding across ses-
sions to correlate user identities over time, (5) Tampering of Data or Vault:
An attempt to modify 3D model or other stored data, (6) Collaborative Access
Breach: A malicious user may gain access to 3D medical data or approve modifi-
cations without consensus, undermining both the technical and legal safeguards
for sensitive medical data.

4 Proposed Methodology

Fig. 1 illustrates our secure AR-based framework for medical data visualiza-
tion, which integrates multimodal biometric authentication, fuzzy vault cryp-
tography, decentralized IPFS storage, and a redactable blockchain-based access-
control layer. A user within the metaverse environment provides facial and fin-
gerprint biometrics, which are preprocessed and feature-extracted to generate
a bio-token. These features are encoded into RS codes, combined with chaff
points, and secured using a fuzzy vault scheme with a derived fuzzy key, fur-
ther encrypted via an asymmetric cryptosystem. The encrypted vault is stored
on IPFS, and its content hash is recorded on a redactable blockchain. Patient-
specific 3D medical models are likewise stored on IPFS, with their references
logged on blockchain. Access is governed by smart contracts and granted only
after successful multi-user biometric authentication by all the designated medi-
cal experts. The redactable blockchain supports GDPR-aligned access control by
enabling controlled modification of access logs while preserving transparency and
auditability, thereby supporting decentralized, tamper-resistant visualization of
sensitive medical data.

To implement the proposed framework, we first generate lightweight, spatially
registered 3D anatomical models from clinical MRI datasets. We utilize the pub-
licly available ReMIND database [10], which includes pre- and intra-operative
MRI scans of 123 patients who underwent tumor resection. After excluding low-
quality scans and artifacts, 114 datasets remain, each containing preoperative
T1-weighted post-contrast and T2-weighted MRI volumes and manual segmen-
tations of the tumor, cerebrum, and ventricles. MRI volumes are imported into
3D Slicer [11] to generate label maps from the provided segmentations. These la-
bel maps are converted into high-quality polygonal surface meshes representing
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anatomical structures. The meshes are exported in .OBJ format, simplified using
Instant Meshes to reduce polygon complexity, refined in Blender [12], and ex-
ported in .FBX format for AR deployment. The optimized models are imported
into Unity [13] to build a marker-less Android-based AR application. The system
uses device-mounted RGB cameras to enable spatial registration of 3D anatomi-
cal structures in the physical environment. Experts can interact with the models
through gestures, supporting zoom, rotation, and structural isolation (e.g., selec-
tively visualizing tumors or ventricles). Color-coded segmentation enhances dif-
ferential interpretation (e.g., red for T2 tumors, green for T1-enhanced regions).
To ensure secure and auditable access, each user authentication event and IPFS
content hash is recorded on the blockchain. Access to the encrypted vault and 3D
models is granted only after all designated medical experts successfully complete
biometric authentication within a defined session. Smart contracts retrieve the
corresponding IPFS hash to unlock the models. This supports GDPR-aligned ac-
cess control and preserves long-term auditability without storing raw biometric
templates.

Fig. 1: Overview of the proposed AR medical visualization framework for secure
collaborative surgical planning via biometric-based authentication, consensus-
based access through blockchain, and IPFS for decentralized data storage.

Enrollment Process: Algorithm 1 describes the enrollment process where fea-
tures from face and fingerprint biometrics are encoded using RS codes and em-
bedded into a grid structure. A fuzzy vault is then created by encrypting this
grid with a key derived from both modalities. The vault is stored on IPFS, and
its reference hash is recorded on a private redactable blockchain for secure and
decentralized access.

Recognition Process: Algorithm 2 presents the recognition and access con-
trol process. The user retrieves the stored fuzzy vault via blockchain and IPFS,
then extracts and encodes fresh biometric features. A candidate key is derived
and used to decrypt the vault. Matching is performed by comparing distances
between decoded grid values and the new RS codes. If the average score meets
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Algorithm 1 Enrollment
1: Input: Face biometric B1, Fingerprint biometric B2
2: Output: Fuzzy vault FV , IPFS hash h
3: Extract features: F1← CNN(B1), F2← Minutiae(B2)
4: Generate RS codes: C1← RS(F1), C2← RS(F2)
5: Generate random index set R = {r1, r2, . . . , rn} from [1, 2n]
6: Initialize grid G of size 2n× 3
7: for i = 1 to n do
8: col← Random({0, 1, 2})
9: G[ri][col]← C1[i]

10: end for
11: Fill remaining grid cells with chaff that each row forms an AP with tolerance δ
12: Derive fuzzy key Kf ← KeyGen(C1, C2)
13: FV ← Encrypt(G,R,Kf )
14: Upload FV to IPFS and obtain content hash h
15: Record h on the private redactable blockchain

the threshold, the user is authenticated. Once all designated experts are verified,
the system enables access to the AR-based 3D visualization interface.

(a) (b) (c)

(d) (e) (f)

Fig. 2: Developed AR-based interactive application for 3D data visualization
using an Android app for brain tumor. Link presents the demonstration video.

5 Results and Analysis

In this section, the performance of the proposed framework is validated through
extensive experiments and user feedback analysis.

5.1 Experimental Setup

Experiments were conducted on a high-performance workstation and an Android
smartphone supporting AR applications. The developed FBX model was inte-

https://drive.google.com/file/d/1CSu0UqYIh0QAdBPmkY7wJl5QQaILT3S6/view?usp=sharing
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Algorithm 2 Recognition and Visualization Access
1: Input: Face biometric B1′, Fingerprint biometric B2′

2: Output: Genuine or Imposter
3: FV ← User sends a request to retrieve fuzzy vaults from IPFS through the

blockchain network.
4: Extract features: F1′ ← CNN(B1′), F2′ ← Minutiae(B2′)
5: Encode features: C1′ ← RS(F1′), C2′ ← RS(F2′)
6: Derive candidate key K′

f ← KeyGen(C1′, C2′)
7: Decrypt: (G′, R′)← Decrypt(FV,K′

f )
8: if R′ is null then
9: return Imposter

10: end if
11: score← 0
12: for i = 1 to n do
13: Compute distances d0, d1, d2 between C1′[i] and G′[ri][j] for j = 0, 1, 2
14: score← score+min(d0, d1, d2)
15: end for
16: avg ← score/n
17: if avg ≤ θ then
18: return Genuine
19: else
20: return Imposter
21: end if
22: if All authorized experts have authenticated successfully then
23: return Launch AR Visualization Interface
24: else
25: return Wait for other expert authentications
26: end if

grated into Unity 2021.3 LTS to enable AR-driven visualization and interaction.
Within Unity, relevant materials and textures were assigned to the brain model to
improve visual clarity and realism. Furthermore, blockchain-based security was
implemented through Solidity smart contracts deployed on the Polygon testnet,
with biometric data securely managed via IPFS. To support a robust and scal-
able solution, the system was trained and tested using the ReMIND Brain MRI
Database [10] for tumor depiction, along with facial and fingerprint biometric
datasets for authentication purposes. A Unity-based user interface was created
to offer intuitive control over the 3D model, enabling smooth navigation and
real-time interactivity. The optimized meshes contained 20k-35k faces (8-12 MB
each) with 3 MB IPFS overhead; the framework supported up to 10 concurrent
sessions on the Polygon testnet, with node failover recovery within 2 s.

5.2 3D Visualization through AR

The Android application for AR was built such that each interactive model
corresponds to one of three distinct cases: T1 post-contrast pre-operation, T2-
weighted pre-operation, and intra-operative scans. As illustrated in Fig. 2, (a)
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presents the user interface with a login screen that employs face and fingerprint
biometrics of the user (medical experts) for secure identification. Upon success-
ful authentication of all the designated users, they are directed to (b), where
a list of patients is displayed by unique IDs, thereby maintaining confidential-
ity. On the next page, as shown in (b), detailed patient information, namely
age, sex, histopathology data, tumor location, and preoperative tumor volume
is displayed. In (c), the user utilizes an Android application to access the AR
view of the brain along with information of pre-operation scan, and vertical and
horizontal rotations functionality. Tumor surface areas are distinctly marked,
with T1 regions in green and T2 regions in red. Then, (d) depicts the visualiza-
tion after horizontal rotation. (e) illustrates the ability to separate and visualize
distinct anatomical structures within the AR environment, including the cere-
brum, tumor, and brainstem. Finally, (f) illustrates the intra-operative scan of
the affected region.

5.3 User Study and Feedback Analysis

A structured evaluation involving 60 medical professionals, including neurosur-
geons, radiologists, and surgical assistants, was conducted to assess the usability,
security, and clinical relevance of the proposed mobile AR biometric authenti-
cation framework. Participants included 38 neurosurgeons, 14 radiologists, and
8 surgical assistants from three tertiary hospitals and two private clinics. Af-
ter interacting with the developed AR-based system for secure 3D brain MRI
visualization, participants completed a comprehensive survey covering security
perception, usability, clinical utility, authentication speed, privacy, system reli-
ability, learning curve, and blockchain trust. As shown in Fig. 3, the feedback

Fig. 3: User Study and Feedback from Medical Professionals.
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was strongly positive. Security perception and trust in blockchain scored above
90%, reflecting strong confidence in safeguarding sensitive patient data via de-
centralized storage. System reliability was similarly rated highly, reinforcing the
robustness of the biometric mechanism under clinical conditions. Clinical utility
achieved a rating of 91%, with participants appreciating the role of real-time AR
visualization in improving surgical planning and intraoperative navigation. Ease
of use averaged 87%, with most professionals finding the authentication pro-
cess intuitive, although a few required minimal onboarding, as indicated by the
learning curve score of 81%. Privacy assurance was rated 88%. Authentication
speed, measured between 480 ms to 530 ms, was considered acceptable for rou-
tine workflows, with minor suggestions to further reduce latency for emergency
cases. This latency decomposed into 120 ms biometric processing, 150-180 ms
smart-contract execution on the Polygon testnet, 90-120ms IPFS retrieval (warm
local), and 80-110 ms AR rendering, measured over 20 repeated trials per rep-
resentative case (mean ± SD). Under emulated adverse networks (2Mbps, 5%
loss), latency rose to 710 ± 65 ms vs. 495 ± 28 ms baseline; cold IPFS fetches
averaged 1.8 s vs. 0.12 s warm, with Polygon testnet finality at 1-2 s.

6 Security Analysis

The proposed framework mitigates the threats identified in Section 3.
Replay Attack: Session-specific fuzzy vaults are generated using fresh bio-

metric samples and feature encodings. Consequently, replayed credentials cannot
reconstruct a valid vault: [ F current

k ̸= F replay
k . ]

Brute Force Attack: Biometric features are encoded using Reed–Solomon
codes and protected with chaff points. The probability of recovering the genuine
polynomial by exhaustive search is [ P =

(
n+k
n

)−1
, ] where n and k denote the

numbers of genuine and chaff points, respectively. For sufficiently large k, P
becomes negligible.

Template Reversibility: Raw biometric templates are never stored. The
RS encoding and fuzzy vault construction provide a non-invertible representa-
tion, preventing recovery of original facial or fingerprint features.

Linkability Across Sessions: To prevent user tracking across authenti-
cation sessions, feature vectors are combined with session-specific entropy: [
hsession
i = Hash(fi ∥ η). ] This produces unlinkable encodings for the same user

across different sessions.
Tampering of Data: Vaults and 3D model references are stored on IPFS,

while their hashes are recorded on the blockchain. Any modification results in [
Hash ∗ retrieved ̸= Hash ∗ on-chain, ] thereby detecting unauthorized changes.

Collaborative Access Breach: Smart contracts enforce consensus-based
authorization, granting access only when all designated experts are successfully
authenticated: [ ∀ui ∈ U, Auth(ui) = True, ] where U = u1, u2, . . . , um repre-
sents the set of authorized medical experts.
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7 Conclusion

This work proposes a secure AR framework for collaborative 3D medical data vi-
sualization by combining multimodal biometric authentication, fuzzy vault cryp-
tography, IPFS, and a redactable blockchain. The framework enables authenti-
cated access, secure storage, and controlled sharing of patient-specific 3D models
in an AR environment. The prototype was implemented on mobile devices and
evaluated through security analysis and a user study with medical profession-
als. The results indicate that the framework supports secure collaboration while
preserving data privacy and access accountability. Future work will evaluate the
framework with additional imaging modalities and larger clinical studies.

Disclosure of Interests. The authors have no competing interests to declare.
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