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Abstract. Federated Learning (FL) enables decentralized model train-
ing while preserving patient privacy, making it essential for medical Al
applications. However, regulatory frameworks such as GDPR, CCPA, and
LGPD mandate “the right to be forgotten”, requiring patient data removal
from trained models upon request. This has driven growing interest in
Federated Unlearning (FU), but existing methods require the collabo-
rative participation of all clients, which is often impractical and raises
privacy concerns. This paper proposes Maverick, a novel Collaboration-free
FU framework that enables localized unlearning at the target client by
minimizing model sensitivity, without requiring global collaboration from
all clients to unlearn a target client. Theoretical analysis and extensive
experiments on three medical imaging datasets, Colorectal Cancer Histol-
ogy, Pigmented Skin Lesions, and Blood Cells, demonstrate Maverick’s
effectiveness in sample, class, and client unlearning scenarios. Maverick en-
sures trustworthy FL in healthcare while complying with regulations. The
code is publicly available at https://github.com/OngWinKent/Maverick

Keywords: Trustworthy AI - Federated Unlearning.

1 Introduction

Federated Learning (FL) [824] enables decentralized model training across mul-
tiple parties without sharing raw data, a critical feature for preserving privacy in
the medical domain. However, with the advent of stringent privacy regulations
such as the GDPR [26], CCPA [I7], and LGPD [7], the collaborative learning
landscape has fundamentally changed. These regulations enforce the “right to be
forgotten”, requiring that individuals can request the removal of their personal
data from trained models. Federated Unlearning (FU) [2I] addresses this by
enabling selective data removal without retraining [3|, thereby reshaping how FL
systems must handle data deletion in compliance with modern legal requirements.

Despite advancements in FU [23[35)28], most existing methods require the
coordinated participation of all clients (i.e., global collaboration) to remove a
target client’s data. For example, if a medical institution C,, € C decides to
withdraw its data due to an institution-specific privacy policy change, the process
becomes challenging because it requires the involvement of all other institutions
C\ C,. Not all institutions may be willing to participate because this approach
increases the risk of privacy leakage [27] and imposes higher computational costs.
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Fig. 1: Overview of Maverick. Upon receiving an unlearning request from client
C., the server initializes the global model 8, for local unlearning at C,. After
unlearning optimization, C, uploads the unlearned model 6,, back to the server.

In this paper, we propose Maverick, the first Collaboration-free FU framework,
enabling unlearning based on a single client’s request as shown in Fig. [1| for
medical applications. As soon as a client requests data removal, our method can
act independently, eliminating the need for global collaboration from other clients.
This key innovation not only simplifies the unlearning process, but also minimizes
privacy risks by keeping the sensitive operation localized to the requesting client.

Our key contributions are:

1. Collaboration-free Unlearning Framework: We propose Maverick, that
unlearns a target client without requiring global collaboration of other clients,
preventing privacy leakage and representing the first significant contribution.

2. Model Sensitivity Reduction: We introduce model sensitivity to quantify
a model’s output changes under input perturbations. To achieve unlearning,
we propose locally minimizing model sensitivity by the target client.

3. Comprehensive Validation: Through theoretical analysis and extensive
experiments on three medical imaging datasets, Colorectal Cancer Histol-
ogy Slides, Pigmented Skin Lesions, and Blood Cells. We demonstrate our
method’s robustness across sample, class, and client unlearning scenarios.

2 Related Works

Federated Unlearning (FU) addresses sample, class, and client unlearning, as
centralized unlearning methods [3IT3] are ineffective due to incremental learning
and restricted dataset access. Sample unlearning, initiated with FedRR [22] to
remove individual samples with methods like QuickDrop [6], FedFilter [29] and
FedAU [14]. Class unlearning, initiated with FedCDP [28] to eliminate data classes
using techniques like Momentum Degradation (MoDE) [36]. Client unlearning,
introduced with FedEraser [21], employs methods such as FRU [33], FedRecover
[2], FCU [5], FedRecovery [35] and VeriFI [10] to remove the influence of clients.

Among existing approaches, the most related works [20031134] rely on server-
side Fisher information sharing, introducing side-channel risks and communica-
tions overhead. In contrast, Maverick applies a single, noise-hardened update
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on the unlearning client’s data, without external regularization or cross-party
communication, improving both efficiency and privacy.

Nevertheless, despite these advancements, current FU methods still require
global client collaboration even when unlearning is requested by only a single
client. This raises critical concerns around privacy, scalability and practicality,
particularly in sensitive domains such as medical imaging. There remains a clear
gap: the absence of a framework that enables unlearning in a fully client-local
manner without involving other participants.

3 Problem Definition

A FL system consists of multiple clients, C = {C1,- - ,Ck } where K denotes the
number of clients (e.g., hospitals) and a central server collaboratively trains a
global model, 8, = A(D), using a learning algorithm .4, on a distributed medical
dataset, D = {Dy, -+ ,Dg}, where D is the aggregate dataset between all clients.

Federated Unlearning. An unlearn client C,, (i.e., target client C}) requests
the removal of their local medical dataset D} C D (i.e., unlearn dataset D,,) from
the originally trained 6, ensuring it no longer contains D,,. Hence, the unlearning
algorithm ¥ is to produce an unlearned model 6, = U(0,) with D,,’s influence
is no longer present. So technically, the goal is for 6, to perform similarly to a
model that retrains from scratch on retain dataset D, = D\ D,, 6, = A(D,).

Definition 1 (Exact Unlearning). An unlearning algorithm U is considered
(¢, 0)-unlearned if the distributions v =P(0,) and r =P(6,.) are (¢,0)-close.

Specifically, v and r are (€, 9)-close if u(H) < e“r(H)+6 and r(H) < e‘u(H)+
6 for all measurable events H.

According to Def. [} an unlearning algorithm ¢/ will achieve ezact unlearn-
ing [II] if e = 6 = 0, yielding a distribution u identical to r. However, this strict
compliance is often impractical due to high computational costs and utility loss.

Approximate Unlearning. To address this, approrimate unlearning algo-
rithms [12] have been introduced by relaxing (e, §)-bounds, offering a balance
between efficiency and performance comparable to exact unlearning. For this, 6,
must meet two primary requirements with respect to D, and D,

1. Fidelity: U should not compromise the accuracy of 8, on D,.. Specifically, the
logits output of 8, should be consistent with 6, for inputs from D,.:

argmax fj (z) = argmax fj (z), Vo € D, (1)
i i
where fi(x) denotes the iz, logit for input z.
2. Effectiveness: 6, should avoid memorization [9] of D,, by exhibiting incorrect

predictions [I2] on D,. Particularly, the logits output of 6, should not
correspond to the ground-truth label y for inputs from D,,:

argmax f; () # y, V(z,y) € Dy (2)
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Unlearning Scenarios. In this paper, we consider three different unlearning
scenarios. First, sample unlearning: This occurs when an individual data owner
(i.e., patients) ¢; € C,, withdraws consent for the use of his/her specific medical
records, thereby eliminating its influence on 6, (i.e., D, C Dy ; for a particular
sample j). Second, class unlearning: This arises when C,, decides to remove an
entire imaging class m (e.g., a hospital no longer wants to share all CT scans of a
particular disease type) from its original dataset, thereby excluding that class from
0,’s generalization boundary (i.e., D, C D%,m)~ Finally, client unlearning: This
takes place when a C,, opts to exit the FL medical ecosystem (e.g., a participating
hospital decides to withdraw from the consortium), thereby necessitating the
complete removal of the client’s dataset D} from 6, (i.e., D,, = D}'). Overall,
these three unlearning scenarios: sample, class, and client are designed to ensure
that the global FL model 0, can be selectively “forgotten” with respect to different
levels of data granularity, thereby satisfying personal (e.g., patient) privacy rights
and institutional (e.g., clinic, hospital) data governance requirements.

4 Methodology

4.1 Model Sensitivity

Inspired by Lipschitz continuity [30], which analyzes model behavior through input
perturbations, we introduce model sensitivity s in Def. 2] to quantify memorization,
focusing on local input variations rather than a global perspective [19].

Definition 2 (Model Sensitivity). The model sensitivity s of the model fo with

respect to the sample x is defined as s = ng, where § represents a

perturbatz'owﬂ applied to the sample x.

Def. [2 quantifies the rate of change in the model’s output relative to input
perturbations. A smaller value of s indicates that fy exhibits minimal memoriza-
tion of sample x. This formulation averages output variation over perturbations
¢, eliminating dependence on the entire dataset.

4.2 Maverick

The proposed framework achieves unlearning by minimizing model sensitivity
s, reducing the model’s response to variations in samples = € D, to “forgets” =
through local unlearning, as shown in Fig.[2] When C,, requests data removal for
D., the global model 6, is updated to an unlearned model 6, in three steps.

Firstly, perturbation sampling introduces controlled noise  drawn from Gaus-
sian distribution to evaluate model sensitivity on samples z € D,,:

& =x+ 6, where § ~ N(0,0?), (3)
where o is the standard deviation of the injected Gaussian noise N.

1§ can be sampled from various distributions, such as Gaussian, uniform, etc.
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Fig.2: Local unlearning reduces the bounded Lipschitz constant to minimize
model sensitivity s on unlearn dataset D,,, while maintaining overall performance.

Next, Monte Carlo approximation estimates model sensitivity using a finite
sample method over perturbation sample size N, as defined in Def.

[ — [l 10:l]2 ’

where §; is the iy, perturbation sampled according to Eq. [3]
Finally, the local unlearning step derives 6, through local optimization of
model sensitivity as shown in Fig. [2| The optimization is defined as follows:

~ N ~
E, /o, () = fo,(E)ll2 %Z /o, () — fo, (i) l12 (@)

N -
: 1 oo (®) = fo, (@) 12
0., = argminE, — g ° ° , 5
o ey — [16:ll2 ®)

ensuring that 6, no longer retains information about D,. Maverick leverages
Def2] to operate locally at C,,, enabling the unlearning of a single target
client without requiring global collaboration from other clients.

4.3 Theoretical Analysis
Theorem [I] demonstrates that Maverick satisfies the design requirements in Sec. [3]

Theorem 1 (Theoretical Bounds). For C,, removing D,, C D from 0,, with
D, = D\D,, the {,-perturbation A, = ||0||, is bounded by B, < A, < By. Within
these bounds, Maverick ensures both fidelity and effectiveness requirements:

argmax f§ (z) = argmax f§ (z), Vz € D,,
i i

argmax fa.(x) # v, V(z,y) € D,. (6)

5 Experimental Results

5.1 Experimental Setup

Implementations. We simulate a horizontal FL setup with K = 10 clients in
an IID setting, where each client receives 10% of the dataset. For sample and
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client unlearning, we employ backdoor techniques [I] based on prior works [I5/16],
unlearning 40% or the entire D} for client C,,. Class unlearning removes class 1
from Dj}!. Our hyperparameters settings are: learning rate n = 0.0001, perturbation
sample size N = 10, and Gaussian noise with ¢ ranging from 0.05 to 0.5 (see
Sec. Each experiment is repeated over five trials on a single NVIDIA A100
GPU, with results reported as mean and standard deviation.

Model, Datasets & Evaluation Metrics. We use ResNet18 [I§], following
prior studies [28I35] on three publicly available medical imaging datasetsﬂ [32]: 1)
Colorectal Cancer Histology Slides (Path), ii) Pigmented Skin Lesions (Derma)
and iii) Blood Cells (Blood).

For evaluation metrics, four different metrics are used: i) Fidelity, the accuracy
on the retain dataset D,., where higher D, accuracy indicates a greater fidelity.
ii) Effectiveness, the accuracy on the unlearn dataset D,,, where lower D,, accuracy
indicates a greater effectiveness. iil) Privacy, is assessed via Membership Inference
Attack (MIA) []. The attack success rate (ASR) is employed to determine
if specific data were used in training. Lower ASR indicates a strong privacy
guarantee. iv) Efficiency, is measured by runtime in seconds.

Baselines. We compare Maverick against the following methods: i) Baseline: The
original model before unlearning. ii) Retrain: Retraining from scratch on D, until
convergence as the gold standard. iii) Fine-tune(FT): Fine-tuning the baseline
model on D, for five epochs. iv) FedCDP [28]: A class unlearning approach
using TF-IDF-guided channel pruning. v) FedRecovery [35]: A sample and client
unlearning approach using client gradient submissions without retraining.

5.2 Fidelity Guarantee

We evaluate fidelity by measuring D, accuracy, as shown in Tab. [I] While FT
achieves high D,. accuracy, it is unsuitable for unlearning due to its ineffectiveness
(see Sec. , privacy risks (see Sec. , and computationally expensive (see
Sec. . FedCDP and FedRecovery outperform Maverick on D, accuracy by
1-2% but lack consistency across scenarios, as they target specific unlearning
scenario. In contrast, Maverick maintains high fidelity with consistent D,
accuracy across all scenarios with minimal deterioration.

5.3 Effectiveness Guarantee

We assess effectiveness by measuring accuracy on D,,, as shown in Tab. [I] While
all baselines remove D,, information to some extent, the FT method reduces
D,, accuracy less effectively than others. FedCDP and FedRecovery show higher
D, accuracy than Maverick and lack scenario consistency. In contrast, Maver-
ick achieves the highest effectiveness, with the lowest D,, accuracy across
all scenarios, indicating a successful unlearning.

2 https://github.com/MedMNIST/MedMNIST
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. . Accuracy (%
Scenarios Datasets Metrlcs} Baseline [ Retrain | FT ‘FedCD;’{Q)&\‘FedRecoveryBS‘\ Maverick
D, 1 [91.37£1.16]92.50+1.10{93.04£1.05| 70.19+£1.52 90.14+0.96 89.43+1.49
Path D. | 90.48+0.92| 0.00+0.00 | 46.13+£1.72 | 22.62+1.16 2.35£1.16 0.71+0.02
ASR | |92.5141.13| 8.6940.65 | 55.494+1.28 | 38.05+1.33 13.4340.62 10.04+0.74
Sample D, 1 [81.63£1.2780.97+1.71|81.83+1.20| 67.44+0.79 80.30+1.74 79.35£1.62
Derma D | |93.18£1.65| 0.00+0.00 | 54.05£1.04 | 17.36£1.63 1.354+0.11 0.54+0.07
ASR | |93.0540.93| 6.4940.73 | 62.8440.78 | 30.15+0.66 9.32£0.72 7.31+0.58
D, 1 [93.17£1.2593.32+1.07/94.47+1.55| 80.34+1.66 92.85%1.15 92.54+1.38
Blood Do | |91.53%1.49| 0.0040.00 | 37.59+1.15 | 20.79+1.48 1.5610.26 0.43+0.05
ASR | |95.5340.87| 5.5940.91 | 43.3540.79 | 31.61+0.64 9.7640.69 6.15+0.31
D, 1 [92.04£0.38]94.91+0.20{95.39+0.82| 91.48+0.74 79.38+£1.47 90.37+0.75
Path Do | |98.03+0.65| 0.00+0.00 | 52.84+2.74 | 0.92+0.03 20.41+1.63 0.37+0.05
ASR | |97.5541.41| 6.0740.62 | 45.3540.59 | 8.13+0.29 27.81£1.39 7.74+0.47
D, T [82.52£0.55/80.3940.85{81.38+0.37| 79.31+£0.73 55.514£0.59 79.18+0.63
Class Derma D. | |80.8840.30| 0.00+0.00 | 53.69+1.75 | 0.51+0.05 31.40+0.73 0.18+0.02
ASR | |90.6240.64| 2.604+0.18 | 40.44+1.62 | 5.17+0.46 34.16+0.94 0.49+0.31
D, 1 [95.41£0.79]96.92+0.51{96.05+0.48| 95.03£0.20 69.27+1.74 94.24+0.53
Blood D, J |97.734+0.94| 0.00+0.00 | 58.21£0.71 | 0.72+0.02 27.61£0.63 0.49+0.01
ASR | |95.1741.03| 3.0740.25 | 57.45+1.30 | 4.01+0.37 30.48+0.90 3.26+0.43
D, 1 [89.13£1.51|91.67+1.23/92.95+1.33| 73.19+£2.36 87.94+1.05 87.08+1.26
Path D | |91.98£1.39| 0.0040.00 | 48.83+£1.57 | 27.52£1.94 2.85+£1.94 0.80+0.03
ASR | |93.4941.04| 8.5940.32 | 57.4940.53 | 40.37+1.82 14.6340.45 10.96+0.22
D, 1T |78.36£0.92|79.34+1.49/80.98+1.65| 65.95+1.57 77.59+1.49 76.17£0.93
Client Derma D 1 |95.334£2.98| 0.004+0.00 | 59.60£1.94 | 19.45+2.11 1.634+0.19 0.67+0.05
ASR | |95.2741.63| 6.054-0.59 | 65.3840.96 | 35.59+0.94 11.324+0.71 7.9210.49
D, 1 [91.21£1.16]91.90+2.4193.38+1.53| 79.58+1.07 89.54+1.09 88.33+1.64
Blood D | 92.83£0.62| 0.00+0.00 | 42.38+0.82 | 25.29+1.44 1.95+0.27 0.53+0.09
ASR | |96.7141.28| 5.7840.51 | 52.574+1.20 | 39.85+1.52 10.9540.33 6.73+0.52

Table 1: Comparison of accuracy on D, and D,, along with the ASR of MIA
across different unlearning methods and scenarios. Bold indicates the best.

5.4 Privacy Guarantee

We evaluate privacy by measuring the ASR of MIA, ensuring that the unlearned
model does not leak information about D, as shown in Tab. [} The FT method
shows a high ASR, indicating minimal removal of D, information. FedCDP
and FedRecovery have higher ASR than Maverick and lack consistency across
scenarios. In contrast, Maverick provides the strongest privacy guarantee,
with the lowest ASR across all scenarios.

5.5 Attention Map

We analyze the attention maps [25] on D, as shown in Fig. 3| The attention
map highlights the key input features that influence model predictions. Maver-
ick exhibits an attention distribution similar to the retrained model, avoiding the
focus on unlearned regions. Specifically, the unlearned model ignores the top-left
backdoor trigger in sample unlearning. In class unlearning, attention is shifted to
the background, rather to the main object. This suggests D,, has minimal impact
on the unlearned model’s output, demonstrating the effectiveness of Maverick.

5.6 Efficiency Guarantee

Fig.[4 compares the runtime performance of different unlearning methods. Retrain
is the slowest, while FT has a better speed but remains slower than other methods
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Fig. 3: Attention maps for unlearning methods in sample and class scenarios.

1
EEE Path
B Derma
E Blood

0 500 1000 1500 D, Dy 00 02 04 06 08 10
Runtime (s) LlpSChllZ Non-Lipschitz Standard Deviation(c)

2 » 2
g g

Accuracy(%)
IS
3

Accuracy(%)

I
S

Maverick {B5.57

<

Fig. 4: Runtime compari- (a) Non-Lipschitz (b) Gaussian noise(o)
son of unlearning methods,

) Fig. 5: Ablation studies of Maverick for class unlearn-
measured in seconds.

ing. Solid line: D,.; Dashed line: D,,.

due to fine-tuning on large D,.. FedCDP and FedRecovery perform better than
FT but are hindered by reliance on global training datasets and costly gradient
residual calculations. In contrast, Maverick achieves the highest efficiency,
running 8x to 45x faster than all other baselines using only the local unlearning
of target client’s dataset and completing the unlearning in a single epoch.

5.7 Ablation Studies

Non-Lipschitz. We assess unlearning performance by removing the denominator
in Eq.[f] termed the Non-Lipschitz method as shown in Fig. [Bh. The results reveal
catastrophic forgetting, with D, accuracy falling below 10% due to misclassifica-
tion into random classes. The failure stems from unbounded optimization, unlike
the bounded Lipschitz constant provides theoretical guarantees in Theorem

Gaussian Noise. We assess the impact of Gaussian noise on unlearning by
varying the standard deviation, as shown in Fig. [Bp. For 0.05 < ¢ < 0.5, D,
accuracy remains high, and D, accuracy remains low, fulfilling the unlearning
requirements. Therefore, we adopted this range of ¢ in our study.
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6 Conclusion

This paper introduces Maverick, a novel Collaboration-free federated unlearning
framework. This framework represents a first step towards enabling local unlearn-
ing at the target client without the involvement of other clients in medical domain.
It is achieved through model sensitivity optimization based on Lipschitz continu-
ity. Our theoretical analysis and experimental work suggest that Maverick can
improve fidelity, effectiveness, privacy, and efficiency across various unlearning
scenarios. To further support community wide benefit, Maverick is designed
to impose minimal disruption and computational burden on retained clients.
This is an important consideration for privacy-sensitive and resource-constrained
settings such as healthcare. These findings indicate its potential as a practical
tool for advancing trustworthy federated learning in sensitive areas, with notable
implications for societal and clinical practices.
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