BAPLe: Backdoor Attacks on Medical
Foundational Models using Prompt Learning

Supplementary Material

Algorithm 1 BAPLe - Backdoor Attack using Prompt Learning

1: NumSamples=N, BatchSize=B, NumBatches=|N/B]|, Train Dataset: D

2: Image and Trigger Noise: x,6 €

Classes: C, Text Prompts: t = {t1, ta, ..
Function: sim(-)

{(x4, yi)}f\;h , Vision and Text Encoders: f,, f,, Learnable Backdoor Trigger
Noise: §, Perturbation Budget: €, Backdoor Patch: p, Backdoor Injection Function:
B(x) = (x+d) ® p, Target Label Function: 7(-), Learnable Prompt: P, Number of
.,tc} where t; = {P,y;}, Cosine Similarity

Re*PXw  Trigger Patch: p € RS*h»Xwp

3: Learnable Parameters: {§, P}, Frozen Models: {f,, f}

4: for i < 1 to NumEpochs do

5:
6:

11:
12:

13:
14:
15:
16:

for j < 1 to NumBatches do
Sample a mini-batch of clean and poison samples D. C D, D, C D

fr(t) € REOX4 > Features of text prompts
f,(x) € RY™* f (B(x)) € R™*? 1 Features of clean and poisoned images

fo(x) = sim(f, (x), fr(t)) € RC > Prediction scores of clean image
fo(B(x)) = sin(f, (B(x)), f»(t)) € R® > Prediction scores of poisn. image

Compute cross-entropy loss on the mini-batch

L+ Z )\C‘C(fG(X),y) + Z )\p‘l:(fB(B(x))vn(y))

(va)epc (xay)EDp
P+—P— a-VpL > Update prompt parameters
06— B -VsL > Update trigger noise
0 < clip(d, min= — €, max=e) > Apply budget on learnable noise

end for

17: end for




2 Supplementary Material

Fig. 1. Visualization of the learnable trigger noise (§) after BAPLe across three X-ray
datasets (COVID,RSNA18, MIMIC-CXR) and two models (MedCLIP, BioMedCLIP).

Fig. 2. Visualization of the learnable trigger noise (§) after BAPLe across three
histopathology datasets (Kather,PanNuke,DigestPath) and two models (PLIP, Quilt-
Net).
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