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Abstract. Medical vision-language models (Med-VLMs) trained on large
datasets of medical image-text pairs and later fine-tuned for specific tasks
have emerged as a mainstream paradigm in medical image analysis. How-
ever, recent studies have highlighted the susceptibility of these Med-VLMs
to adversarial attacks, raising concerns about their safety and robust-
ness. Randomized smoothing is a well-known technique for turning any
classifier into a model that is certifiably robust to adversarial perturba-
tions. However, this approach requires retraining the Med-VLM-based
classifier so that it classifies well under Gaussian noise, which is often
infeasible in practice. In this paper, we propose a novel framework called
PromptSmooth to achieve efficient certified robustness of Med-VLMs by
leveraging the concept of prompt learning. Given any pre-trained Med-
VLM, PromptSmooth adapts it to handle Gaussian noise by learning
textual prompts in a zero-shot or few-shot manner, achieving a delicate
balance between accuracy and robustness, while minimizing the compu-
tational overhead. Moreover, PromptSmooth requires only a single model
to handle multiple noise levels, which substantially reduces the compu-
tational cost compared to traditional methods that rely on training a
separate model for each noise level. Comprehensive experiments based
on three Med-VLMs and across six downstream datasets of various imag-
ing modalities demonstrate the efficacy of PromptSmooth. Our code and
models are available at https://github.com/nhussein/PromptSmooth.

Keywords: Certified Robustness · Medical Vision-Language Models ·
Prompt tuning · Randomized smoothing

1 Introduction

Medical Vision-Language Models (Med-VLMs) have significantly advanced the
state-of-the-art across a broad spectrum of medical imaging tasks such as classifi-
cation, segmentation, and detection [21,29]. During pre-training, these models
learn generic representations from large volumes of medical image-text pairs
and subsequently transfer this knowledge to downstream medical tasks, which
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Table 1: Comparison of different randomized smoothing implementations.

Methods Data
Efficient

Computational
Cost

Noise-Agnostic
Training

Tailored
to VLM

Accuracy vs.
Robustness Trade-off

Noise-augmented Re-training [4] ✗ High ✗ ✗ High
Denoised Smoothing [19] ✗ High ✗ ✗ Moderate
Diffusion Smoothing [3] ✗ Moderate ✓ ✗ Low

PromptSmooth (Ours) ✓ Low ✓ ✓ Low

often suffer from limited data availability [27]. However, recent advances in ad-
versarial machine learning have exposed the vulnerability of VLMs to adversarial
attacks [28], which introduce small, imperceptible perturbations to the image that
drastically change the resulting predictions. Med-VLMs are also prone to these
attacks [6,8], which poses a significant risk to the integrity of medical diagnostics,
underscoring the need for defense mechanisms to safeguard against such threats.

Though many empirical approaches have been proposed to defend medical
models against adversarial attacks [5], these defenses have consistently shown
vulnerabilities to newer and more powerful adversarial attacks [1]. Consequently,
certifiable defenses [16] with provable adversarial robustness guarantees have
attracted considerable attention, particularly in the safety-critical medical do-
main [14]. Specifically, these certifiable defenses guarantee that the model’s
predictions will remain unchanged for adversarial perturbations bounded by a
certified radius around an input sample. However, most of these certified defenses
are either not scalable to large models or have been evaluated on low-dimensional
datasets (e.g., 32× 32) [13], significantly hindering their applicability to Med-
VLMs and/or high-dimensional datasets encountered in medical imaging [2].

A well-known approach for addressing the scalability issue is randomized
smoothing (RS) [15], which constructs a new smoothed classifier by averaging the
output of a base classifier under random Gaussian perturbations of the input. The
addition of Gaussian noise to the input image creates a trade-off between accuracy
and robustness [16], which depends on how well the base classifier performs on
noisy images. As the noise variance increases, robustness improves at the cost of
lower clean accuracy. To improve the trade-off between accuracy and robustness,
three broad strategies have been proposed. The first approach involves training a
classifier from scratch on a Gaussian noise-augmented dataset [4,17]. The second
strategy prepends a custom-trained denoiser before the pre-trained classifier to
remove Gaussian noise from the image prior before RS [19]. The third approach
utilizes pre-trained off-the-shelf diffusion models (trained on large-scale image
datasets) as denoisers [3,14]. Extending these methods to Med-VLMs presents
unique challenges (see Tab. 1). Noise-augmented re-training of Med-VLMs would
require substantial computational resources and access to large (often privacy-
sensitive) medical datasets. Denoiser prepending requires a large dataset of paired
clean-noisy images as well as time-consuming denoiser training for each noise
level. Diffusion-based denoisers require extensive datasets to accurately model
complex medical images and training of such diffusion models is expensive.
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To overcome the above limitations, we propose PromptSmooth to efficiently
achieve certified robustness in pre-trained Med-VLMs without hampering clean
accuracy. Instead of re-training the VLM from scratch or utilizing denoisers, we
inject a small number of learnable prompts (tokens) into the VLM input space
and optimize them, while keeping the entire backbone frozen. Our contributions
are two-fold: (i) To the best of our knowledge, this is the first work where prompt
learning is exploited for efficient robustness certification of Med-VLMs in classifi-
cation, and (ii) We propose algorithms for effective prompt learning under both
zero-shot (Zero-Shot PromptSmooth) and few-shot (Few-Shot PromptSmooth)
settings.

2 Related Work and Background

Medical VLMs: Medical VLMs based on Contrastive Language Image Pre-
training (CLIP) [18] have gained considerable attention in medical imaging [29].
This pre-training method aims to maximize the cosine similarity between the
embeddings of matched image-text pairs, while minimizing it among unmatched
pairs. Despite the introduction of numerous Med-VLMs for many imaging modal-
ities, including histopathology [10,9], X-ray [26], and retinal [23] images, a critical
evaluation of their robustness remains largely unexplored.
Certified Robustness: Let f : X → Y be a base classifier that maps an input
x ∈ X ⊆ RD into a class label y ∈ Y = {1, 2, · · · ,K}, where X and Y are the
input and label spaces, D is the input dimensionality, and K is the number of
classes. Randomized smoothing (RS) [4] transforms the base classifier f into
a smoothed classifier g as follows: g(x) = argmaxy∈Y P[f(x + δ) = y], where
δ ∼ N (0, σ2I) and P denotes a probability measure. For an input x, g predicts
the class most likely under the base classifier f when x is perturbed with isotropic
Gaussian noise δ. RS provides the following robustness guarantee for g: if yA ∈ Y
and pA, pB ∈ [0, 1] satisfy P[f(x+δ) = yA] ≥ pA ≥ pB ≥ maxy ̸=yA

P[f(x+δ) = y],
then g(x + r) = yA for all ||r||2 < R, where the certified radius R around an
input x is given by R = σ

2

(
Φ−1(pA)− Φ−1(pB)

)
. This guarantee ensures that for

any ℓ2 adversarial perturbation r with magnitude less than R, the output of the
smoothed classifier g remains unchanged. Here, pA and pB are the lower-bound
and upper-bound of probabilities of the most-likely (yA) and second-most-likely
(yB) classes, respectively, predicted by f under noise, and Φ−1 is the inverse of the
standard Gaussian cdf. For practical applications, RS uses Monte Carlo sampling
to estimate pA and pB , thereby facilitating the computation of a certified radius.
Increasing noise variance σ leads to better robustness (higher R), but at the cost
of accuracy (because predictions of f under noise become less reliable). This
trade-off can be mitigated by improving the accuracy of f under noise.
Prompt Learning: Prompt learning (PL) is a technique that fine-tunes VLMs
for specific tasks by adding learnable prompt tokens to the model’s input, thereby
avoiding changes to existing parameters. The effectiveness of PL in few-shot
scenarios [31,30] makes it especially useful for data-limited medical imaging tasks.
Recently, attempts have also been made to learn prompts in a zero-shot manner
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Fig. 1: Overview of PromptSmooth for certified robustness. Prompts can be learned
offline or at test-time. Gaussian noise is added at test-time to T copies of the input It
and prompts are learned by minimizing the entropy loss (dashed orange line). Using
zero-shot and/or few-shot prompts, inference is repeated for M noisy instances for
certification (solid black line). Model predicts (and gives a certified radius) or abstains.

by enforcing consistency regularization between multiple augmentations of a test
sample at test time [22]. While PL is typically used to improve performance
on downstream tasks, this work investigates how to leverage PL for efficient
robustness certification of Med-VLMs in both few-shot and zero-shot settings.

3 Methodology

Our goal is to efficiently adapt zero-shot classifiers based on Med-VLMs in data-
limited scenarios to predict well under Gaussian noise, thereby ensuring that
they maintain high accuracy on clean images while also achieving strong certified
robustness. We first outline how Med-VLMs can be used for zero-shot inference
on downstream tasks and introduce PromptSmooth for their efficient adaptation
in few/zero-shot settings.

3.1 Zero-shot Inference based on Med-VLMs

Med-VLMs learn an alignment between image and text input spaces (denoted as
I and T , respectively) and typically consist of two encoders: an image encoder
Eimage : I → Rd and a text encoder Etext : T → Rd. The image encoder maps
a given image I ∈ I ⊆ RH×W×C into a d-dimensional image feature vector
v ∈ Rd. Similarly, the text encoder maps the given text T ∈ T into a text feature
vector u ∈ Rd. These models utilize a contrastive loss during pre-training to
enhance the similarity between text and image feature vectors, ensuring their
alignment within the feature space. After pre-training, Med-VLMs can be used in
the zero-shot manner for various downstream tasks like image classification. For
zero-shot application, consider a test image It ∈ I from class yt ∈ Y . All the class
labels yi ∈ Y (i ∈ [1,K]) are converted into text prompts using a hand-crafted
template such as t(yi) = “A X-ray image of [CLASS yi] patient′′. These text
prompts are processed by the text encoder to obtain {u1,u2, · · · ,uK}, where
ui = Etext(t(yi)). Let vt = Eimage(It) be the image feature vector for the test
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image. A cosine similarity score si = sim(ui,vt) is computed for i ∈ [1,K]

and the prediction probabilities for It are obtained as P(yi|It) = exp(τsi)∑K
j=1 exp(τsj)

,

where τ is the softmax temperature parameter. Thus, a zero-shot classifier f
based on the Med-VLM (Eimage,Etext) outputs a predicted label ŷt, where
ŷt = f(It) = argmaxy∈Y P(y|It). Despite their impressive zero-shot capabilities,
Med-VLMs cannot be directly subjected to RS as they are pre-trained on clean
datasets and their accuracy drops drastically when input images are perturbed
with Gaussian noise. A naive solution is to pre-train the Med-VLMs from scratch
with noisy data augmentation as in [4], but this is often practically infeasible.

3.2 PromptSmooth

We now present our PromptSmooth approach, as shown in Figure 1, to efficiently
adapt a zero-shot classifier f based on Med-VLMs such that high certified ad-
versarial robustness can be achieved without severely degrading clean accuracy.
The key idea is to inject small number of learnable prompts as inputs to the
text encoder of the Med-VLM and learn these prompts to improve prediction
accuracy on noisy images, while keeping the backbone fixed. Note that when a
text prompt t(yi) ∈ T is presented as input to the text encoder, it is broken down
into a sequence of word tokens, with their embeddings processed by the encoder.
In other words, t(yi) can be represented as a sequence [w]1 [w]2 · · · [CLASS yi],
where [∗] represents the embedding of a single word in the text prompt. In prompt
learning (PL), the fixed word embeddings (except for the class name) are replaced
with M learnable embeddings, i.e., t(yi) can now be represented as a sequence
pi1 pi2 · · ·piM [CLASS yi], where the dimensionality of p is the same as [w]. Let
P = {pim}, i ∈ [1,K], m ∈ [1,M ], denote the collection of all learnable prompts.
Also, let ui(P) be the text feature vector output by the text encoder for class yi
after introduction of the learnable prompts P and fP be the modified zero-shot
classifier based on these new text features. Next, we address the question of how
to learn these prompts P efficiently.
Few-Shot PromptSmooth: In Few-Shot PromptSmooth, we consider a sce-
nario where only a few samples from the downstream medical task are available.
Given a zero-shot classifier f based on a pre-trained Med-VLM (Eimage,Etext) as
well as a few labeled samples {(In, yn)}Nn=1 from a downstream dataset D, where
In ∈ I and yn ∈ Y, Few-Shot PromptSmooth learns the prompts P as follows:

P∗ = argmin
P

Eδ∼N (0,σ2I)
1

N

N∑
n=1

L(fP(In + δ), yn), (1)

where L denotes the loss function between the classifier prediction and the ground-
truth label. Similar to [31], fine-tuning is performed to minimize the standard
classification loss based on cross-entropy, and the gradients are back-propagated
through the frozen text encoder Etext to iteratively update the prompts P . Note
that these prompts are external to the pre-trained Med-VLM and they adjust
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the input context of the model without distorting its pre-trained features. Thus,
this approach preserves the rich knowledge encoded in the frozen Med-VLMs to
maintain high clean accuracy. At the same time, updating the prompts based on
a few noisy samples from the downstream data set enhances certified robustness.
Zero-Shot PromptSmooth: In Zero-Shot PromptSmooth, the challenge is to
learn the prompts P at inference time given only a single test sample It without
any label. Given the lack of labels, the prompts cannot be optimized using the
cross-entropy loss as in the few shot case. Therefore, we need a carefully designed
unsupervised loss function for L. Inspired by [22], we optimize the prompts using
a single step gradient descent based on the following entropy minimization loss.

P∗ = argmin
P

H
(
Eδ∼N (0,σ2I)QP(y|(It + δ))

)
, (2)

where H denotes the entropy of a discrete probability distribution Q, QP(y|(It +
δ)) = [PP(y1|(It + δ)),PP(y2|(It + δ)), · · · ,PP(yK |(It + δ))], and PP(yi|(It + δ))
is the softmax output of the classifier fP for class yi, i ∈ [1,K] based on the
noisy input (It + δ). Note that

∑K
i=1 PP(yi|(It + δ)) = 1. The above entropy

minimization loss forces the classifier fP to produce highly-confident (low entropy)
yet consistent predictions for different noisy perturbations of It.
In practice, the expectation in both equations (1) and (2) can be replaced
by a sample average over T Monte Carlo samples of δ drawn from Gaussian
distributions with different values of σ chosen from a desired range. This greatly
reduces the computational cost of our approach because it avoids the need to
learn the prompts P that are specific to a given σ. Finally, it is also possible
to apply Zero-Shot PromptSmooth on top of Few-Shot PromptSmooth (i.e.,
combine both methods), which we simply refer to as PromptSmooth.

4 Experiments

Models and Datasets: We evaluate our approach using three publicly avail-
able pre-trained Med-VLMs on six downstream datasets. The evaluated VLMs
are PLIP [9], Quilt [10], and MedCLIP [26], with PLIP and Quilt trained on
histopathology datasets and MedCLIP on X-ray images. Specifically, for PLIP,
we show results on four pathology datasets: KatherColon [11] (nine classes),
PanNuke [7] (binary), SkinCancer [12] (sixteen classes) and SICAPv2 [24] (three
classes). Quilt is evaluated on SkinCancer and SICAPv2, while MedCLIP is
evaluated on the binary COVID [25] and RSNA Pneumonia datasets [20] (three-
classes). For all of our experiments, we utilize the official train and test splits of
the datasets unless otherwise mentioned.
Implementation details: Our method is implemented in PyTorch on an NVIDIA
A100 GPU with 40GB of memory. We report results with images normalized
to [0, 1]224×224×3, aligning with prior studies. Labels for downstream dataset
fine-tuning are converted into sentences, e.g., the label "Tumor" becomes ‘An
H&E image patch of {Tumor}’. For Few-Shot PromptSmooth, we fine-tune using
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Table 2: Certification results for PLIP on KatherColon dataset, where the numbers
indicate certified accuracy (%). Corresponding clean accuracy (%) is in parentheses.
Method Certified Accuracy at ℓ2 radius (%)

0.1 0.25 0.5 0.75 1.0 1.25 1.5

Zero-shot PLIP (No PL) (56.6)49.4 (56.6)38.2 (28.9)20.8 (28.9)17.6 (11.0)11.0 (11.0)11.0 (11.0)11.0
Naive PL (CoOp) [31] (71.6)66.7 (71.6)56.0 (22.0)16.4 (22.0)14.2 (11.0)11.0 (11.0)11.0 (11.0)11.0
Denoised Smoothing [19] (55.0)48.2 (55.0)39.2 (45.2)31.0 (45.2)25.6 (26.2)17.4 (26.2)16.2 (26.2)14.6
Diffusion Smoothing [3] (58.0)57.0 (53.0)49.0 (53.0)41.0 (53.0)34.0 (53.0)26.0 (53.0)22.0 (53.0)16.0
Zero-shot PromptSmooth (57.6)53.4 (57.6)49.0 (30.2)29.0 (30.2)29.0 (30.2)28.6 (30.2)28.4 (30.2)27.4
Few-Shot PromptSmooth (81.2)78.2 (81.2)67.6 (75.6)52.2 (75.6)35.6 (50.4)26.4 (50.4)22.2 (50.4)17.6

PromptSmooth (82.0)81.8 (82.0)81.0 (76.6)74.8 (76.6)73.2 (54.0)48.4 (54.0)47.2 (54.0)45.6

Table 3: Certified accuracy (%) for MedCLIP on COVID and RSNA Pneumonia
datasets, with the corresponding clean accuracy (%) in parentheses.
Method COVID RSNA Pneumonia

0.1 0.25 0.5 0.75 0.1 0.25 0.5 0.75

Denoised Smoothing [19] (66.4)54.6 (50.2)48.4 (50.2)45.8 (50.2)36.0 (37.6)27.6 (31.6)21.0 (31.6)9.40 (31.6)1.79
Diffusion Smoothing [3] (56.0)37.0 (44.0)22.0 (44.0)6.00 (44.0)1.00 (44.0)40.0 (44.0)28.0 (44.0)12.0 (44.0)1.00
Zero-shot PromptSmooth (62.4)62.0 (62.4)60.6 (50.2)50.0 (50.2)49.8 (37.0)35.4 (37.0)33.4 (33.4)33.4 (33.4)33.2
Few-shot PromptSmooth (66.8)58.0 (52.0)48.8 (52.0)47.6 (52)42.8 (41.4)34.4 (34.0)31.2 (34.0)27.0 (34.0)23.6

PromptSmooth (69.4)69.0 (69.4)68.4 (53.0)52.8 (53.0)52.6 (42.4)40.8 (42.4)35.8 (34.6)33.4 (34.6)32.0

a 16-shot setting for 50 epochs. To update the prompts, we use SGD optimizer
with a learning rate of 0.002 and a batch size of 16 and initialize prompts with
5 randomly initialized context tokens [31]. For Zero-Shot PromptSmooth, we
augment with T = 100 noisy samples and update the prompt with a single
gradient descent step. For RS, we use M = 10, 000 Monte Carlo samples with
α = 0.001 (see [4]).
Baselines: We conduct a comparative analysis of PromptSmooth against two
representative RS techniques: Denoised Smoothing [19] and Diffusion Smooth-
ing [3], with the latter being the current state-of-the-art. Additionally, we also
compare with zero-shot certification (no PL) and naive PL baselines. In the for-
mer scenario (see Sec. 3.1), certification results are obtained using hand-crafted
prompts without PL, while naive PL [31] (CoOp) updates prompts using only
clean samples from the target dataset.
Evaluation: We use both clean and certified accuracy as the evaluation metrics.
Certified accuracy is calculated as the proportion of the test set that Certify [4]
correctly identifies for radius R without abstention. Following prior works, we
employ RS across four noise levels, σ ∈ {0.1, 0.25, 0.5, 1.0}, selecting the optimal
results for each R from 500 samples randomly chosen from the official test sets.

4.1 Results and Discussion

Tab. 2 compares PromptSmooth against baseline methods on the KatherColon
dataset using the PLIP model. PromptSmooth consistently surpasses all base-
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(a) Shots (b) Context Tokens (c) Optimizer Steps

Fig. 2: Impact of changing the number of (a) shots and (b) context tokens in Few-Shot
PromptSmooth and (c) varying the optimizer steps in Zero-Shot PromptSmooth.

Table 4: Zero-shot PromptSmooth con-
text initialization
Prompt ℓ2 radius

0 0.1 0.25 0.5

“An H&E image patch of” 38.0 35.0 32.0 31.0
“An H&E noisy image patch of” 40.0 38.0 38.0 35.0

Table 5: Training time and certification
time per sample
Method Time

Training Certification Total

Denoised Smoothing [19] 8h 47m 17s 8h 47m 17s
Diffusion Smoothing [3] - 4m 40s 4m 40s
PromptSmooth 40s 1.9s 41.9s

lines across each radius for both standard and certified accuracy. Notably, at a
high radius of 1.5, it achieves an absolute gain of 29.6% in certified accuracy
over the recent Diffusion Smoothing method. Zero-Shot PromptSmooth out-
performs baselines at higher radii by adapting to certifying input noise levels,
while Few-Shot PromptSmooth achieves high certified accuracy at lower radii
through alignment with noisy sample distributions via few-shot prompt learning.
Combining zero-shot’s adaptability with few-shot’s noisy distribution alignment,
PromptSmooth ensures high certified accuracy across all radii and maintains clean
accuracy. Similar performance trends are observed in Tab. 3 for MedCLIP on
the COVID and RSNA Pneumonia datasets. Certification results for Quilt and
other datasets are provided in Appendix, and they show a similar trend.

4.2 Ablations:

All ablations are performed on the samples from the official test set of KatherColon
dataset with PLIP model.
Ablations for Few-Shot PromptSmooth: Increasing the number of samples per
class in the few-shot case improves certified accuracy as depicted in Fig. 2a, at the
cost of a slight increase in fine-tuning time. Additionally, Fig. 2b demonstrates
that optimal certified accuracy is reached with 8 context tokens during PL,
beyond which there is a degradation.
Ablations for Zero-Shot PromptSmooth: Fig. 2c illustrates that certified accu-
racy increases with the number of gradient descent steps (up to 8), after which it
plateaus. Additionally, initializing with a noisy context, as demonstrated in the
Tab. 4, enhances certified accuracy compared to standard prompts.
Computational Time As illustrated in Tab. 5, due to its lightweight nature,
PromptSmooth is an order of magnitude faster than the Denoised Smoothing [19]
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and Diffusion Smoothing [3]. Denoised Smoothing requires extensive training for
custom denoisers, and Diffusion Smoothing which, despite utilizing pre-trained
model, incurs longer certification time.

5 Conclusion

In this paper, we introduced a novel approach for efficiently adapting a zero-shot
classifier based on a Medical Vision-Language Model (Med-VLM) for adversarial
robustness certification through prompt learning. We also developed two vari-
ants of our approach, specifically tailored for zero-shot and few-shot scenarios,
which are particularly useful in the context of data-scarce medical applications.
Extensive experiments conducted on three publicly available Med-VLMs and six
downstream datasets demonstrate that our proposed approach achieves state-
of-the-art performance. Moreover, it is computationally efficient and does not
require large medical datasets, which enhances its practicality.

Disclosure of Interests. The authors have no competing interests to declare that are
relevant to the content of this article.
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